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components of the microgrid are connected via low voltage
cables.

Abstract—Microgrid protection presents challenges because of
the presence of inverter interfaced resources which results in
insufficient separation between fault and load currents. This paper
uses the Dynamic State Estimation (DSE) based protection (EBP)
method for the protection of microgrid components. The paper
demonstrates that this method provides a reliable protection system
as opposed to traditional methods. Specifically, we verify that
traditional protection functions such as overcurrent, distance etc.
fail to provide selectivity in protection of microgrids. The EBP
method can be viewed as an evolution of current differential
protection and requires GPS synchronization if measurements come
from different metering devices. The method mainly determines
whether the measurements are consistent with the model of the
protection zone by use of the chi-square test. Numerical simulations
prove that the method can correctly respond to different fault types
and locations. The method works equally well for three-phase
balanced or unbalanced systems, two-phase or single-phase systems,
and radial or networked microGrids.

Consider the application of traditional protection to the
circuit I-II (protected circuit) of the microgrid of Figure 1. The
following discussion applies.
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Figure 1. Example Microgrid System

Directional overcurrent protection: it is required because
of bi-directional power flow in microgrid circuits. Three main
problems affect the performance of directional overcurrent
protection: (a) fault currents vary as the number of generating
sources connected to the system changes with time, (b) fault
current level variability along microgrid circuits is limited, and
(c) in case of islanding the fault current level may be
comparable to load currents. These issues make the setting
selection process for legacy directional overcurrent protection
schemes very difficult, i.e. it is almost impossible to provide the
required selectivity.

INTRODUCTION

ICROGRID is one of the methods to integrate large
numbers of Distributed Generation (DG) sources without
significant impact to the main grid [1-3], and brings promising
environmental and economic benefits. In addition, in case of a
disturbance in the main grid, the microgrid can automatically
island (for example by use of a static switch) so the customers
will not experience any power outages [4]. Microgrids thus
increase the reliability of power supply to customers.
Microgrids must be protected against faults. Their
characteristics influence the applicability of legacy protection
schemes. Specifically, microgrids have the following
characteristics, as related to protection scheme requirements: (a)
significant difference between fault currents contributed by the
main grid and by DG sources, since DG sources are interfaced
via inverters which limit fault currents, (b) short length circuits
operating at relatively low voltages, and (c) variable and
intermittent generation resulting in frequent changes of the
microgrid network. These characteristics seriously comprimize
the effectiveness of legacy protection functions.

Distance protection: it can theoretically avoid the influence
of source variations, since it only monitors the impedance
between the measurement and the fault position. However,
because microgrid circuits are typically short, distance
protection cannot operate securely and dependably, a well
known limitation for short circuits. Another issue is that
distance protection works well for three-phase circuits that are
near symmetric and where load currents are much lower than
fault currents. Microgrid circuits may not meet these two
requirements leading to mis-operations. Detail analysis by
example will be given in part III.

The paper discusses the limitation of traditional protection
schemes as applied to microgrid systems, such as the one shown
in Figure 1, where the microgrid operates in the grid-connected
mode. Here we have micro power sources such as PVs and wind
turbines, and bulk power sources in the main grid. The
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Differential protection: it is effective in protecting
microgrid circuits [5-7]. Since most microgrid circuits are short,
differential protection can be implemented with dedicated
1

wiring resulting in a reliable protection system. If use of
communication channel is required, differential protection will
be quite vulnerable to all issues associated with communication
failures [8]. For security, differential protection settings are
typically desensitized to avoid nusance trippings which results
in unreliability for high impedance faults.
To solve the above issues, Dynamic State Estimation Based
Protection (EBP) method (a.k.a setting-less protection) is
introduced [9-12]. It does not need complicated settings and no
coordination is required with other protection functions. The
algorithm examines the consistency between the measurements
and the dynamic model of the protection zone. The EBP has
been inspired from differential protection which simply
monitors Kirchoff’s current law of a protection zone. EBP
extents this concept to monitor all physical laws obeyed by the
protection zone, and therefore will not be affected by external
variations such as frequent changes of sources or loads.
Additionally, the EBP method performs more reliably than
differential protection since it uses a realistic and dynamic
protection zone model and more information in terms of voltage
measurements and other quantities. Note that all physical laws
that a protection zone must obey are captured by the dynamic
model of the protection zone.

Figure 2. π-equivalent Circuit Model

The following differential equations in matrix form apply:
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and I 4u4 is the 4 u 4 identity matrix.
Assume the sampling interval is 't . Upon the quadratic
integration of the above model with time step 2't , the
differential equations are converted into algebraic equations
[13]. The results are:

This paper advocates the use of Estimation Based Protection
(EBP) for all components of a microgrid. To meet the space
limitations of a technical paper, we demonstrate the
applicability and advantages of EBP on microgrid circuits only
(same can be shown for any microgrid component). In this paper,
we first build the dynamic model for the protected microgrid
circuit. Next for specific events we apply the EBP protection
scheme and compare the results with the performance of
traditional protection methods such as distance protection and
differential protection.
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I12u12 is the 12 u12 identity matrix, and

II DYNAMIC STATE ESTIMATION BASED PROTECTION

the definition of i1 (t ) , i 2 (t ) , v1 (t ) , v 2 (t ) and i L (t ) are
similar as before, except that they represent the instantaneous
values of the corresponding measurements at time t .

EBP can be thought of as a generalization of current
differential protection as described before. Specifically it uses
measurements of current, voltage and any other available
measurements in the protection zone and determines whether
the measurements are consistent with the dynamical model of
the protection zone which expresses all the physical laws that
must be obeyed by the protection zone. Therefore the first step
is the dynamic model of the protection zone which is presented
next. The consistency of the measurements and the dynamic
model is determined by the application of dynamic state
estimation. The application of EBP to circuits is presented next.

Equations (2) and (3) express the circuit terminal currents as
functions of the circuit states, i.e. two side voltages and
inductance currents.
The measurements are: iaj , ibbj , iccj and inj are 3-phase and
neutral currents on side j ( j 1, 2 ); vaj , vbj , vcj and vnj are
3-phase and neutral voltages on side j ( j 1, 2 ); and

iaL , ibL , icL and inL are 3-phase and neutral currents through the
circuit inductances. The measurements are expressed as
functions of the circuit states:

A. Microgrid Circuit Model and Measurements
The dynamic model for a short circuit is shown in Figure 2.
R , L , C and G are the resistance, inductance, capacitance
and stabilizing conductance matrices of the the circuit.

zz((t )

H  x(t )  Beq (t )

(4)

where the measurements vector z(
z(t ) contains 40 elements; the
states vector x(t ) contains 24 elements; and
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cable structure of the circuit is shown in Figure 3. Detail system
parameters are given in Table 1. It is important to point out that
for the legacy protection function of distance protection the
positive, negative and zero sequence model is used but for the
EBP the asymmetric dynamic model of the circuit is used. The
sampling frequency is 5 kilo-samples per second (sampling
period of 200 microsec).
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B. Dynamic State Estimation and Chi-square Test
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The dynamic state estimation is formulated as the following
weighted least square optimization problem:
Min J

T
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where W is the weight matrix of the measurements:
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Figure 3. Cable Structure
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Table 1. Example Microgrid Circuit Parameters

V i (i 1 ~ 40) are standard deviations of measurement error.

Object

The computational steps are:

System

(a) Compute the best estimation of the circuit states. The best
estimate xˆ(t ) of the overdetermined set of equations (4) is:

xˆ(t ) (HT WH) 1 HT W z(t )  Beq (t )

Protected Circuit
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1  P ] (t ), v

Fundamental frequency

60 Hz

Length of the protected circuit

400 feet

Positive (Negative) sequence

0.0475+ j 0.0152 :

Zero sequence

0.1747+ j 0.1595 :

In this part the measurement definitions of EBP method is
introduced. We have three-phase current and three-phase
voltage actual measurements at both sides of the circuit, i.e. 24
actual measurements. The standard deviations of these actual
measurements are chosen as 0.01 p.u. on a 480 V (L-L) and 142
kVA (3-phase) base system. In addition there are 16 pseudo and
virtual measurements as follows: (a) 8 pseudo voltage and
current measurements. These measurements represent the
voltages and currents of the neutral conductor where meters are
not typically installed. Normally, the voltages and currents are
near zero. However, with an external fault at F3, the neutral
current will be very large because of the large fault current
contributed by the main grid. Moreover, the unbalanced
three-phase loads will also lead to substantial neutral current.
To securely prevent mis-opeations during above situations, we
can simply set these measurements to zero with very large
standard deviations, eg. 0.1 p.u. for neutral voltages and 0.5 p.u.
for neutral currents. (b) 8 virtual voltage measurements. These
measurements represent the two zero vectors ( 0 ) in zz((t ) . We
allow little variance of these measurements because they come
from the zero sum of total voltages composed by the states of the
system. Here we choose 0.001 p.u. as the standard deviation for
the virtual measurements.

(c) If the measurements match the dynamic model quite well,
the residuals should be comparable to the measurement error. If
they are much larger than the metering errors, the model has
changed and there exists some fault in the system. To quantify
the consistency, the normalized residual sˆ(t ) and the
confidence level p(t ) are calculated by:

W  rˆ (t )

Value
480 V

B. EBP Measurements Definitions

(b) The residuals, or the difference between the real
measurements and the estimated measurements are:
(8)
rˆ (t ) H  xˆ (t )  Beq (t )  z((t )

sˆ(t )

Parameter
Line to line voltage

(11)

is the probability of F 2 distribution of

F 2 d ] (t ) , with v degree of freedom (m-n). This process is
also known as the chi-square test [14]. A high confidence level
near 100% describes a good consistency between the
measurements and the circuit model. If the confidence level is
low, we can conclude that some fault has occurred within the
protection zone. The trip signal issued only when the intergral of
the confidence level over a user selected time remains small.

C. Simultaion Results
For this example system, various types of faults at different
time and locations with different fault impedances have been
considered. In this section, we present the results for the
following events. Event 1: low impedance internal phase to
neutral fault; Event 2: the same internal fault with unbalanced
loads; Event 3: the same internal fault with the loss of one side
current measurements. Note that in all the figures of EBP results,

III ILLUSTRATIVE RESULTS
An example test system has been used to illustrate the EBP
relay operation and compare it to the performance of legacy
protection functions. The example system and events follow.
A. System Configuration
The example microgrid circuit is a 480 V circuit and is
illustrated in Figure 1. The protected circuit is circuit I-II. The
3

three-phase currents at side II are chosen as an example, and
actual measurements, estimated measurements, and confidence
level are depicted in real time.

Distance Protection Function, Event 2: The impedances as
seen by relay II are shown in Figure 6. The settings are chosen
the same as the distance relay in Event 1. We can see that the
calculated impedance is even further away from the theoretical
value, compared with the results in Figure 4. This extra error is
caused by the unbalanced loads. Thus, the distance relay II may
not correctly respond to this internal fault.

EVENT 1: An internal fault with 0.12 ohm impedance is
simulated at 3.4s. The fault location is the midpoint of circuit
I-II, i.e. 200 feet from side II.

Imaginary Part (Ohm)

Distance Protection Function, Event 1: The impedances as
seen at the relay location II are depicted in Figure 4. Here the
settings of zone 1, 2 and 3 are 80%, 125% and 260% of the
circuit positive impedance, respectively. We can observe the
following two facts. (a) The theoretical impedance already falls
outside of the tripping characteristics of the relay, only with
0.12 ohm fault impedance. (b) The calculated impedance with
asymmetric model falls further away, which proves that the
effect of fault impedance is magnified by the fault current that is
near to the load current. Therefore, even a low fault impedance
may cause operation failure of the distance relay II.
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EBP Relay, Event 2: The EBP method can detect internal
faults with unbalanced loads. Figure 7 shows that, the EBP
algorithm retains 100% confidence level under normal but
unbalanced operation and accurately detects the internal fault.
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Figure 6. Distance Protection: Low Impedance Internal Fault with
Unbalanced Loads

=RQH

=RQH

Calculated Impedance with asymmetric model
Theoretical Impedance with symmetric model

0.2

-0.2
-0.2

Calculated Impedance with asymmetric model
Theoretical Impedance with symmetric model

0.2
0.1

0.3

Actual_Measurement_Current_SideII_A (A)
Actual_Measurement_Current_SideII_B (A)
Actual_Measurement_Current_SideII_C (A)

-1.424 m

0.2
0.4
Real Part (Ohm)

0.6

0.8

-147.4
2.062 k

Figure 4. Distance Protection: Low Impedance Internal Fault
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EBP Relay, Event 1: From the results in Figure 5, the EBP
algorithm can correctly detect this internal fault. During this
internal fault, the confidence level drops from 100% to 0%,
which clearly indicates abnormality in the system.
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Figurte 7. EBP Results: Low Impedance Internal Fault with
Unbalanced Loads
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EVENT 3: This event represents the performance of line
differential protection function and EBP relay with the loss of
three-phase current measurements at side I. The internal fault is
the same as in Event 1.
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Line Differential Protection Function, Event 3: Figure 8
depicts the results of line differential relay (eg. SEL-387L) in
the alpha plane. Here the ratio is calculated between the current
phasors going into the circuit at side I and side II. The relay trips
only when: (a) the phase currents exceed a threshold setting (in
this case 1.2 p.u.); and (b) the ratio exits the restraint region. The
settings of the restraint region are chosen as: outer radius: 6,
inner radius: 1/6, and total angular extent: 195°. With the loss of
current measurements at side 1, the ratio remains at zero and
exits the restraint region. However, since the fault current is

1.448 u
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3.40
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Figurte 5. EBP Results: Low Impedance Internal Fault

EVENT 2: In this event, three-phase unbalanced loads are
applied to the system, where phase A has an additional 20%
load compared with other two phases. The internal fault is the
same as in Event 1.
4

similar as the load current and does not exceed the threshold, the
differential relay will not trip during this internal fault.

While the paper presented examples for microgrid circuit
protection only, the same method can be applied to any
protection zone in the microgid, i.e. other microgrid
components.
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(a) it can correctly respond to fault types and locations;
(b) it is immune to balanced or imbalanced conditions;
(c) it can tolerate some loss of measurements (communications).
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